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Subject Name: Computer And Network Security
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Instructions:

Q.1

Q.2
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1. Attempt all questions.
2. Make Suitable assumptions wherever necessary.

3. Figures to the right indicate full marks.

4. Use of programmable & Communication aids are strictly prohibited.

5. Use of only simple calculator is permitted in Mathematics.
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6. English version is authentic.
Answer any seven out of ten. e2Hiell S1oUQL Aldetl Fdlod AU,

What is Trojan Horse?

Trojan Horse | 8?

Define: Intruder , Misfeasor

(vl WIU: Intruder , Misfeasor

Explain Piggybacking in brief.

Piggybacking &SHi qHdl.

Enlist components of good password.

Components of good password oil ALE] WYl

Justify: “One time pad is unbreakable”

“One time pad is unbreakable” of| yeileldl Uluild S,
Define: Substitution cipher, Transposition cipher

e lul| W IU): Substitution cipher, Transposition cipher
What are the issues in a symmetric encryption model?
Symmetric encryption model =il issues 4 8?
Differentiate: Internet Vs. Intranet

Internet Vs. Intranet ), o{] dsldd WU,

Give the name of two protocols defined by IPsec.

IPsec <11 & protocols «il o1+ 1Y),

Differentiate between SSL and SET.

SSL el SET A3 «il clleld 44l

Explain DOS and DDOS attack.
DOS and DDOS attack A41dl].
OR
Explain Phishing attack with example.
Phishing attack G&l&L 412 YH1d).
What is difference between Passive and Active security attacks?
Passive ¥ Active security attacks d) of] dsldd I,
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Define: Logic bomb and Explain with one example.

e lu2l| WIU): Logic bomb. Al A5 Gl 418 UHdl.

List and define categories of Security services.

Security services ol categories oil ALE] Wotld) 3 YHdl.
OR

What is a worm? What is difference between a worm and virus?

Worm 2} 82 Worm {4 virus d «fl d§ldd 41Ul

How does Biometric work? What are the advantages of Biometric

authentication?

Biometric 58 3ld 514 52 872 sl Biometric authentication <1l §14&l 9l 87
OR

Explain Password selection strategies.

Password selection strategies UMl

Differentiate between Symmetric-key cryptography and Asymmetric-key
cryptography.
Symmetric-key cryptography W Asymmetric-key cryptography SRR
dslad A4l
OR
Explain the terms Cryptography and Cryptanalysis.
Cryptography W Cryptanalysis AHondl.
Explain Rail fence technique with example.
Rail fence technique G&l&WL AU UHxdl
OR
Briefly discuss the concept of Steganography.
Steganography <1l concept ¢SHi uH1dl.
For given plain text="I LOVE INDIA’ & Key= ‘HINDUSTAN’ find cipher
text using Play-fair cipher.

(U4 plaintext = ‘I LOVE INDIA’ & key= ‘HINDUSTAN” {2 Play-fair

Cipher =il GU13L 53141 Cipher Text 2118l

OR
For given plain text="1 LOVE INDIA’ & Key= ‘HINDUSTAN’ find cipher
text using Vigenere cipher.

U6 plaintext = ‘I LOVE INDIA’ & key= ‘HINDUSTAN’ 4l Vigenere
Cipher =il GUY13L 53141 Cipher Text 2Ll

Explain Brute-force attack and Man in the middle attack.

Brute-force attack ¥4s1 Man in the middle attack ¥Hl1dl).

OR
What are requirements of Digital Signature? List properties a Digital
Signature should have.

Digital Signature oil ¥e3ALd 2L 87 Digital Signature o properties ol AlEl
Weild).
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Q.4 (@ What are advantages of Digital Certificates over Symmetric/Asymmetric 03
cryptographic model?
U%.¥ (M) Digital Certificates =il Symmetric/Asymmetric cryptographic model dluNe o3

Ui sluel gL 82
OR
(@) Explain contents of X.509 Digital Certificate. 03
(¥1) X.509 Digital Certificate =il contents ¥Hldll. 03
(b)  Explain the steps to verify a Digital Certificate. 04
(1) Digital Certificate o verify 541 Y2 sl steps AHod). oy
OR
(b)  Explain any two Trust Models. 04
(W) 519 UQl A Trust Models 4H1dl. oy

(c)  Explain working of SHA-1 algorithm with neat sketch. Also discuss details of 07
single SHA-1 lteration.

(5)  SHA-1 algorithm of 1L Y&LS B1g(d UL Yol SHA-1 il NS Iteration 09

o (Aafd L ul.
Q.5 (@)  Explain working principal of the Kerberos protocol. 04
Us. U (¥) Kerberos protocol sl working principal AHondl. oy

(b)  What is Secure Electronic Transaction (SET)? Explain SET Components with 04
neat sketch.

(1) Secure Electronic Transaction (SET) 2] 8? SET Components a HeS Ml@f& oy
Ule yHdl.

(c) Distinguish HIDS and NIDS. 03

(5) HIDS and NIDS =il dsldd 4414l 03

(d) Explain Packet filtering firewall in brief. 03

(S)  Packet filtering firewall a4 ¢ SHI Y1) 03

*kkkkkhkhhkkkkik

3/3



