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Subject Code: 3350704 Date: 10-11-2017
Subject Name: Computer And Network Security
Time: 10:30 am to 01:00 pm Total Marks: 70

Instructions:

Attempt all questions.

Make Suitable assumptions wherever necessary.

Figures to the right indicate full marks.

Use of programmable & Communication aids are strictly prohibited.
Use of only simple calculator is permitted in Mathematics.

English version is authentic.
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Q1 Answer any seven out of ten. €22l SlEURL Ulclotl ellol WML, 14
Define active attack. List out various active attacks.

Asdla AL ofl caltuall MW Wl YL elAsEl A Avll.

Differentiate between virus and worms.

virus ¥l worms ol €l cllcll.

Define password. List out various password selection strategies.

Password ofl caituall wUL. %€l %€l password selection strategies AUl

Define cryptanalysis. List out various cryptanalysis attacks.

Cryptanalysis o{l cllu=ll UL, €L YEL cryptanalysis W se] clle

oloilall.

Give the full form of: SSL, TLS, DMZ, IDS
yel ot @wl. SSL, TLS, DMZ, IDS
Give the full form of: SET, CA, KDC, IDS.
yel ot AWl SET, CA, KDC, IDS.

Write a simple example for conversation of plaintext into cipher text using
Caesar cipher.

Caesar cipher oll GU20L 53| plaintext Hiell cipher text 3Uld3lct s2cllq]

GELSWL UL

Define steganography in brief.

Steganography (AN &sHl vl

Define substitution and transposition technique.

substitution ol transposition A&USe{l caulvaul WU,

10.  Define single key encryption and two key encryption.

20. single key encryption e\ two key encryption ofl catvall W,
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Q.2 (@) Explain confidentiality, authenticity and integrity. 03

Usl.R  (A) confidentiality, authenticity and integrity :stcll. 03
OR

(@  Write a short note on VLAN. 03

(A)  VLAN UR &solll cul, 03
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Write a short note on email security.
email security UR gsolltl AW,

OR
Write a short note on phishing.
phishing UR &solltl AW,
Write a short note on SQL injection.
SQL injection UR gsolltl AW,

OR

Write a short note on IPSec.

IPSec UR &gSolltl W,

Write a short note on digital signature.
digital signature UR gsotlltl AW

OR
Write a short note on DoS.

DoS UR gsolltd AWl

Differentiate between internet and intranet.
internet o\ intranet o €L llRdl.

OR
Write a short note on SET.
SET UR &solltd cudl.
Write a short note on DMZ.
DMZ UR gsolll cAwl.
OR

Write a short note on retinal scan biometric.

retinal scan biometric U gSolltl GLWL.
Write a short note on virus.
virus U gsellel cAul.

OR
Write a short note on tunneling.

tunneling U gSollel AW
Explain components of a good password.
As ARL WAASs slllolozy AW

OR
Explain any two trust models.

518 URL ol gre HISEA UMl

Explain network based IDS.
network based IDS ¥ Hos1cll.

OR
Write a short note on piggybacking.

piggybacking U gselltl Aull.
Write a short note on Kerberos.
Kerberos UR &solltl Wl

OR
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Write a short note on SHA-1 with neat figure.
SHA-1 UR gl €13 gsetlld cull,

Draw conventional encryption model.

Define block cipher.

Draw the key matrix for the key: MONARCHY and find cipher text for the
plain text: MAAHIMAN using Plyfair cipher.

yeulotd encryption model €121,

block cipher o{l catvaul v,

W5 5l HR Sl Aedlet wellal. key: MONARCHY

W plain text: MAAHIMAN H(2 Plyfair cipher &l cipher text 0.

Using vigenere cipher method find the cipher text for the plain text:
VIGENERE CIPHER
Key is: COUNTON

vigenere cipher Rasell GUNL 53l WA plain text Hi&l cipher text

IS

plain text: VIGENERE CIPHER

Key : COUNTON

Find out the cipher text using hill cipher method.
Plain text is: PAYMOREMONEY

Key is:

17 17 5

21 18 21

2 2 19

hill cipher RS ofl Heedl cipher text 2L,

Plain text 8. PAYMOREMONEY

Key :

17 17 5

21 18 21

2 2 19

Write steps for obtaining digital certificate.

Slyedt udlglde Anaal el wotellal cvl,
Define firewall. Explain packet filtering firewall.
Firewall ofl cautvl AW WA packet filtering firewall AHs1.
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