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Subject Name: COMPUTER AND NETWORK SECURITY (Elective)
Time:10:30 AM TO 01:00 PM Total Marks: 70

Instructions:

1. Attempt all questions.

2. Make Suitable assumptions wherever necessary.

3. Figures to the right indicate full marks.

4. Use of programmable & Communication aids are strictly prohibited.
5. Use of only simple calculator is permitted in Mathematics.

6. English version is authentic.

Q1 Answer any seven out of ten. £l 55U UldL sxalot iU, 14
Define: Backdoor.

v w414l Backdoor.

Differentiate between Internet and Intranet.

Internet vt Intranet 422l dslad sel.

Define: Sniffing.

v UL Sniffing.

Write full form of: SSL, NIDS.

SSL i<l NIDS «li Yzl 14 6x8UAL.

Define: Logic Bomb.

v 2L Logic Bomb.

List Security Threats.

Security Threats <l 41£| o<l14l.

List any Two Components of Good Password.
121 Password L Components <l 4L£L 614l

Write a simple example for conversation of plain text in to cipher text using
Caesar cipher.
Caesar cipher <l 4zz2il plain text < cipher text i 52441 Gels0L iUl

List various Cryptanalysis attacks.
(a[44 Cryptanalysis attacks <l 1<) oiidl.

10.  Define: Spam.
90, vl 2AUL: Spam.
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Q.2 (@) Define Passive attacks. Explain any one in brief. 03

URA. 2 (¥) Passive attacksel AvAL 2AML 515 UL 25 2541 AHMAL 03
OR

(@) Define Active attacks. Explain any one in brief. 03

(»1)  Active attacks<il vl 24 515 WL 25 2541 AHMAlL 03

(b)  Explain Password protection. 03

(41)  Password protection u#Hodl 03
OR

(b)  Explain Shoulder surfing. 03
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Shoulder surfing A1al.

Explain MIM.
MIM Auonal.

OR
Explain Transposition technique.
Transposition technique A#MAl.

Define Virus. Explain various categories of viruses.

Virus <l earvan 240 Virus <l (&(as wsizl a4mal.

OR
Explain Public Key Infrastructure.
Public Key Infrastructure 4#o14l.
Explain Piggybacking.
Piggybacking “uomAl.

OR

Explain Dumpster Diving.
Dumpster Diving “Ho14l.,

Write a Short note on Steganography.
Steganography (34, 25 <18, @il

OR
Differentiate between DOS and DDOS.
DOS i<l DDOS 423l dsldd Quil.

Describe Tunneling in detail.

Tunneling < [A2dd 48 530,

OR
Explain Rail Fence cipher with example.
Rail Fence cipher Gelszil Ulsd A1,

Explain E-Mail Security.
E-Mail Security A4ondl,
OR
Explain Digital Signature.
Digital Signature 2#o14l.

Explain Authentication in terms of Security.
ALl AeRHi Authentication AL

OR
Explain Data integrity in terms of Security.
YAl UMl Data integrity 4HmmAl.
Explain VLAN in detail.
VLAN [dzd124]l Auondl,

OR
Explain architecture of IP Security.
IP Security < architecture u+4l.

Explain Playfair cipher in detail with example.
Playfair cipher [42d12 4l Gels20 Alsd AxmAl.

Explain Logical Component of IDS.
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IDS i Logical Component 24#+ 14l

Explain Rail Fence Technique with Example.
Rail Fence Technigue Gelezil Uldd UHmmAl,

Explain SSL.
SSL A#HoMAl.

Define Firewall. List out types of Firewall.

Firewall <l vl wuul. Firewall <l wsi2idl A€l oidiail.
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