Seat No.: Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA ENGINEERING - SEMESTER-5 EXAMINATION -WINTER- 2019

Subject Code:3350704 Date: 18-11-2019
Subject Name: Computer And Network Security
Time:10:30 AM TO 01:00 PM Total Marks: 70

Instructions:

1. Attempt all questions.

2. Make Suitable assumptions wherever necessary.

3. Figures to the right indicate full marks.

4. Use of programmable & Communication aids are strictly prohibited.
5. Use of only simple calculator is permitted in Mathematics.

6. English version is authentic.

Q1 Answer any seven out of ten. izl SIHUBRL Ald<ll syALoL Sl 14

1.  Define: Intruders and Insiders
4. <Al 24Ul Intruders and Insiders
2. What is replay attack?
2. replay attack i £9?
3. What is piggybacking?
3. Piggybacking g £9?
4.  Define: Encryption and Decryption
¥.  AlvAl w1l Encryption and Decryption
5. List out Symmetric Encryption Algorithms.
U, Symmetric Encryption Algorithms <l <14 @i,
6.  What is Digital Signature?
<.  Digital Signature i £9?
7. What is Key Escrow?
9. Key Escrow g £9?
8.  What is transposition cipher?
<. transposition cipher g 9?
9.  List out applications of IPSec.
«.  IPSec <l applications @vil.
10.  List out different types of intruders.
10, 6yelsyel Usll intruders v,
Q.2 (@  Explain sniffing and spoofing in detail. 03
usd. 2 ()  Sniffing and spoofing [Azd1z4l uxmAl., 03
OR
(@ Explain Active attacks in detail. 03
()  Active attacks [Azd12&l uxAl. 03
(b)  How can we increase security awareness in people? 03
(01)  disiMi security awareness 9l <ld 412l as1u? 03
OR
(b)  Write short note on Access Control in physical security. 03
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254l @vil: Access Control in physical security

Explain Security basics. (CIA property of security)

Security basics “H214l. (CIA property of security)
OR

Explain steps in attack.

steps in attack “uodl,

Explain Shoulder surfing and Dumpster diving.
Shoulder surfing and Dumpster diving «Ho4l.
OR

What is Biometric Security? Explain any two methods of Biometric Security
in detail.

Biometric Security % £9? Biometric Security <l s15uplL 64 Jld A4mAl.

Write short note on VLAN.
25l @vil : VLAN
OR
Write short note on tunneling.
25<liH &vil : tunneling

Explain Key features of SET.
SET I Key features A4l
OR
Explain Statistical Anomaly Detection and Rule based Detection.
Statistical Anomaly Detection and Rule based Detection HHMAL.

Write short note on Kerberos.

25<ls @vil : Kerberos

OR
Explain DMZ in detail.
DMZ [dzd12el “4ummAl.

Write short note on SSL.
25l vl : SSL
OR
Explain Network based IDS.
Network based IDS 2#4l.

Explain symmetric encryption.
Symmetric encryption 4+l

OR
Explain shift cipher with example.
Shift cipher GzlszioL 241l YHmMmAl.

What is Trust model? List out types of Trust model. Explain any one in detail.
Trust model g} 97 Trust model <l lH QUL SISURL s (4241220 AHMAl.

OR
What is Digital Certificate? Write down steps to obtain Digital Certificate.
Digital Certificate 9, 97 Digital Certificate Hol4d11 uoL(221 @il

Explain Playfair Cipher with example.
Playfair Cipher Gelez1u 2414 AHMdl,
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Explain Denial of service attack in detail.

Denial of service attack [Azd122] 4HMAdl.

Explain Packet filter firewall in detail.
Packet filter firewall [42d122l «xoAl,

Explain Host based IDS.
Host based IDS “414l.

Explain password selection strategies.
password selection strategies “4HAl.
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